)

N

VEY Okl S

oy ain I

SNl gl iags 9 Gldlas 35 50

PondAE aldad
r}.: a)\a—.‘; aJ}‘ JL.«

A

2
4

AR KR Y
ool (K 3 Ld glad go oild Sy iU K

! L;L;i)al.: U’“"M

AEAAAL 1&;1-:‘*, AR A VERVAR gt 1PN
oS>

| Slas bajlol) e an s 5 blin s 1SN Lasme 05350555 (S L
0 6o 3l sl O ey 0L ploml g St S S ke b S5 S
23502015 Sa3hl g 35 5e 53 (S el 5 g Slal aiiS 5 5 LUl s s
wsbd oIl 5 sl pU b oS Jlams 5 noael LB assly 56 3 Sl
B CJ“’JK‘; ooy Ll e baslsly el | pam s (gA S 4y gy Ly Misd e
58 Sladae 55 4 53 S sl 1) (62,8 4 s dasiie 5 o gh 5 s S
Siaire 5 038 Sgdes bl (pbiZand e Gl ey Glaedinn B IS (B, 5 ST
3 0> e g3 5 (Sa S bl as S Jk s Sk 038
Ly ot S, K glawilols o ot bis (lasll 5 Wajlsly i i b o bliae s 2SI
slabls ael 5L sl atlisl 5 s SMax g5 el 03 S axlge bl 2l
o 5 sy aaS dlis pl sl edd S ol b agrlge 5o Sop S K
bt S S S oS ol g ol ol Il Gioms ol (55505 S Ll —
laasl Cuas muly Lol & 5 plald |y aldl 5 bl S Ll 55 o Ol e 4 &
A s e S S 5 L e S S S S el ) S R
el bs |y astliib y Lds O Ll e o bl sl & LB s o pina

S 3513 5 e 3 |y e JESTs 503 S
e Shsa sl ol s S S S lems ¢ b S S0 S 1 s S 0851
& 5 L gl bl SO SIS O0F0Y) ez ¢ ol ol bzl

V=10 ) (D) s ool ol olidas . g5 5 0l

(oLl )olgi ol dioly e adhad ol oSl el Jadsy (6,585 (g il . )

mohamadhasanshah 1347 @gmail.com



% Quarterly Journal
2N

\./ \” of Threat Studies
\\' \,/ Volume 1, Issue2
v Summer 2023

PP 71-101

Center for Intelligence Studies and Research

Cognitive Electronic Warfare: A New Component in Modern Warfare

Mohammad Hassan Shahrezaee!

| Received: 2023/06/10 Accept:2023/05/15 |
Abstract

With the increasing complexity of the electromagnetic environment and the
intelligent development of radars, electronic jamming operations, or in other words,
electronic warfare for jamming, unlike radar, urgently need to improve their ability
to detect threat targets and decide on the type of jamming. Today, programmable,
digital radio frequency equipment, known as software-defined radio, is on the rise.
Accordingly, radars can quickly change the waveform and create a unique identity
and characteristic. As a result, in dense and competitive frequency environments,
the work of enemy transmitters to locate, identify, block, and confuse becomes
more and more difficult. On the other hand, the breadth and diversity of attacks in
the electromagnetic domain, with the advancement of radars and cognitive tools,
has presented traditional electronic warfare systems with a fundamental
challenge.The occurrence of new and unknown attacks has made traditional
electronic warfare systems ineffective in dealing with these attacks. In this article,
which was compiled using a descriptive-analytical method, the researcher seeks to
answer the question of to what extent cognitive electronic warfare can identify and
respond to new and unknown attacks? The research findings indicate that cognitive
electronic warfare, by combining traditional methods and artificial intelligence in
the form of a complete and coherent system, can identify new and unknown attacks
and adopt the appropriate response on the battlefield.
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Architecture, Cognitive Radar, Artificial Intelligence
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